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Foreword

Xact File Transfer via Internet allows customers to:
e send batches of instructions (instruction files) to Clearstream Banking for clearing and
settlement processing,

¢ receive report files from Clearstream Banking that can be automatically scheduled and delivered
to pre-determined folders.

from their desktop via the public internet.

Clearstream Banking Luxembourg February 2017
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Summary of Xact File Transfer via Internet

Xact File Transfer via Internet is a workstation-based file transfer service that provides you with an easy
to use and efficient means of sending instructions and retrieving reports.

Instruction files and Agent New Global Notes documentation are sent via the dedicated web site https://
www.cdinternet.com to Clearstream Banking where they are stored in a customer-specific area (the
“filestore”). Instruction files are then immediately transferred to the Creation platform for clearing and
settlement and Agent New Global Notes and its mandatory documentation as part of the NGN
structure, are immediately transferred to the Clearstream vaults. Reports generated by the Creation
platform are stored in the filestore from where you can browse them or save them locally.

Xact File Transfer via Internet is an efficient, secure and reliable file transfer connectivity solution.
When used with Xact Web Portal or CreationOnline, it gives you the benefits of enhanced instruction life
cycle monitoring, on-line queries, exception handling and large-volume reporting providing accurate,
real-time information on the status of any instruction at any time.

The diagram below shows a typical network design associated with the Xact File Transfer via Internet

service:
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Xact File Transfer via Internet technology

The key objective of the Xact File Transfer via Internet service is to provide a file transfer service to your
desktop. By using the Secure Sockets Layer (SSL) over the secure HyperText Transfer Protocol (HTTPs],
Xact File Transfer via Internet is a highly secure service that is accessible from your desktop, provided
that you have access to the public internet from a web browser.

Xact File Transfer via Internet filestores

Each Xact File Transfer via Internet customer requires at least one filestore. A filestore is a customer
folder on the Xact File Transfer via Internet system which contains three sub-folders. The three sub-
folders are used to:

e upload and send instruction files to Clearstream for processing;
e view or download previously sent instruction files;

e view or download generated customer scheduled reports.

February 2017 Clearstream Banking Luxembourg
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Each filestore is assigned a unique Xact File Transfer via Internet delivery address. Additional filestores
can be set up for reports or for instructions, or for both.

Filestores are created either by:

e A CreationOnline OU Administrator completing a request with the details of the address screen:
this is accessed from the CreationOnline navigation panel, under “CreationDirect
Management/Settlings”, or

e When the first Xact File Transfer via Internet user for a customer is created: if the CreationOnline
OU Administrator does not specifically request a filestore, a default filestore will be generated
and configured with the pre-set values when the customer’s initial Xact File Transfer user is
generated.

Note: Filestores and users cannot currently be created in Xact Web Portal.
The pre-set values for filestores are:
¢ Enabled for both instructions and reports;
e Compression is disabled;
¢ IS0 Reporting File Header/Trailer - ON;
¢ All Clearstream Banking customer accounts are available for instruction processing;

e All OU and financial institution accounts are available for selection when creating reporting
schedules.

Scheduling reports via Xact Web Portal and CreationOnline

All reports available through Xact File Transfer via Internet can be scheduled using Xact Web Portal or
CreationOnline. For details of report scheduling via CreationOnline, please refer to the Clearstream
Banking CreationOnline User Manual and the on-line help provided within the CreationOnline
application.

Instruction and report formats supported by Xact File Transfer via Internet

You can send non-compressed ISO 15022 formatted instruction files with the filename extension .iso to
Clearsteam Banking using Xact File Transfer via Internet.

You can also send compressed instruction files. Compressed files must have the filename extension .gz.
The following report formats are supported by Xact File Transfer via Internet.

e PDF (Portable Document Format) allows you to receive business information in a printable report
format. PDF reports can be viewed, printed, and archived.

¢ XML (eXtensible Mark-up Language) format that allows you to integrate your reports into
internal business applications for reconciliation and other purposes. For instance, in Microsoft
Excel (version 2002 or later], it is possible to develop a macro to analyse and use the content of
reports.

e |SO format is also used in Xact via SWIFT. Xact via SWIFT is the Clearstream connectivity solution
that is based on the underlying SWIFTNet FIN service.

e TXT format is supported for Triparty Repo reports.

Clearstream Banking Luxembourg February 2017
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Using Xact File Transfer via Internet

This section details the steps and procedures that OU administrators and end users must follow in
order to use the Xact File Transfer via Internet service.

The main steps for OU administrators are:
e requesting the setting up of Xact File Transfer via Internet delivery address(es) and filestore(s);
e creating a Xact File Transfer via Internet user;
e releasing a user’s set-up request;
e generating a user’s Xact File Transfer via Internet certificate;
The main steps for end users are:
e installing a Xact File Transfer via Internet user certificate in order to access the service;
e accessing Xact File Transfer via Internet;
¢ sending instruction files;

e retrieving reports.

February 2017 Clearstream Banking Luxembourg
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Setting up Xact File Transfer via Internet - OU administrator tasks

Requesting a Xact File Transfer delivery address and filestore

At least one delivery address and filestore is required via which instruction files can be sent to
Clearstream Banking for processing and scheduled reports can be accessed and downloaded when they
become available.

To request a delivery address, the OU Administrator must:

e Select Settings from the CreationDirect Management menu from the navigator of
CreationOnline. The following window is displayed:

: " Settings
;| Action Help

clearstream
Banking

Channel & | CreationDirect via Internet ~

CreationOnline
+ Audit Address % Reporting
) Instruction Input

) Both

Reporting Compression ® No
i ) Yes
+

+* | 3

) Ho

® Yes

Header/Trailer IS0 Reporting

. creationDirect Address |

Submit || Discard || Reset

e Complete the required address configuration.

To use Xact File Transfer via Internet for instruction input (by setting on either the radio button
Instruction input or Both), you must specify which accounts are to be authorised for the instructions. To
select these accounts, click on the CreationDirect Accounts tab. The following is displayed:

Clearstream Banking Luxembourg February 2017
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(" Settings
Action Help

* hwailable Accounts Selected Input Accounts
82708 = > 82708 =
82709

4]
<

| CreationDirect Address | CreationDirect Accounts

' submit | Discard|| Reset |

Note:

February 2017
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Select and highlight each account in the list of available accounts that are to be made available
for instruction input.

Click the arrow button to copy the selected accounts to the list of selected input accounts.

Click on Submit to send the request for the Xact File Transfer delivery address and input account
authorisation to Clearstream Banking.

The following is displayed:

CreationOnline:Warning |

Your reguest has heen sent to Clearstream
& Doyou want to print your Reguest Y/N?

Yes No

Select Yes to print the request. Select No if no printed record is required.

The requested delivery address and filestore will be created and configured within one or two
days, on average.

If the requested filestore is either for reports only or for both reports and instructions, a WEB-
prefixed delivery address is setup for it in the Report Scheduling area of CreationOnline.

If the requested delivery address is for instructions or NGN document set files See “Sending
NGN documentation set - Documentation”, it will be completed when the first user’s credentials
for Xact File Transfer via Internet are created.

Clearstream Banking Luxembourg
Xact File Transfer via Internet



User Guide for New Global Note Agents

Creating Xact File Transfer via Internet users
All Xact File Transfer via Internet users are created by means of CreationOnline by the OU administrator.
e Select Users in the CreationOnline navigation panel, under CreationDirect Management.

e Select Create from the Action menu. The Create New CDinternet User tab is displayed:

Users | Create New CDinternet User
Clearsiream [peyrmwme
Banking :
S i User First Name == |Clive |
CreationOnline %
User Surname |Cherry |
User ID *|ccherw |

Telephone {incl. country code) |352 11223344 |
136211 22 33 55 |

Fax (incl. country code)

Email |ccherw@c|earstream.c0m |
Channel e | CreationDirect via Internet S |
Address e | WEBTestCDID1 7 |

[

Discard

Submit

Reset

e Complete all relevant details in the fields on the Create New CDinternet User tab and click
Submit.
¢ Now release the request for the new user to Clearstream Banking as described below
Note: For each separate Xact File Transfer via Internet user:

- Select an existing Xact File Transfer delivery address in the Address field if one or more Xact
File Transfer delivery addresses have been set up for an OU; or

If no Xact File Transfer delivery address exists, a default Xact File Transfer delivery address
will be created and assigned to the new user. Default is shown is the Address field.

Releasing a request for setting up a new user
To release a request for setting up a new user to Clearstream Banking:
¢ Select Refresh from the Action menu to view the newly created user.

¢ Highlight the newly created user. The user will have the status Confirmed Profile.

Clearstream Banking Luxembourg
Xact File Transfer via Internet

Action List Help ﬂ 1-50 of 160 10:51 CE
Uger|D UserSumame | User Firstname Status Last Update | Expiry Date| Serial Mumber Address |

ceherry Cherny Clive Confirmed Profile 0f.04.0808:11 YWEBTestCDIOT

[ Kavier Charles Pending MNew 05.04.05 1621 WEBXZ36001

i Douglas Fernand Pending Mew 0f.04.0510:36 WEBN IR0

ds Dougal Stephanie Fending Credential Creation  |05.04.05 16:35 WEBKZ36001
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e Select Release from the Action menu.

e Click Yes to release the user’s details to Clearstream Banking.

e Select Refresh from the Action menu to view the newly created user. The user will now have the
status Configuration in Progress (see below].

Note: If the 4-eyes principle is enabled, a second OU Administrator must also perform the above

Action List Help ﬂ 1-50 of 160 10:51 CET
UserlD User Burname | User Firsthame Status LastUpdate |Expinr Date|SeriaI Mumber Address |

ccherny Chetny Clive Caonfiguration in Prograss 06.04.0509:11 WEBTestCDIOT

[ Kavier Charles Pending Mew 05.04.05 16:21 WEBR236001

il Douglas Fermand Pending Mew (16.04.05 10:36 WEBNZ 36001

s Dougal Stephanie Pending Credential Creation  |05.04.05 16:35 WEBHZ36001

release process for each new user.

When each request for setting up a new user is released, an internal user configuration process is runin
Clearstream Banking.

Creating Xact File Transfer via Internet user credentials

When the internal setup process in Clearstream Banking is complete, normally within one or two days,
a CreationOnline alert is sent to the customer and displayed in the CreationOnline alert panel, as below:

February 2017
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Alert Level| Creation Time Link Description Category Usger D Narrative Acc
YAR 05.04.0516:48 | Usar coherry CDi User configuration completed CD vialnternet Credentials | TISuser01 Please Create User Credentials
YAR 05.04.0916:35 |User e CDi User configuration completed CD vialnternet Credentials | TISuser01 Please Create User Credentials
YAR 05.04.0916:35 | User dsf CDi User configuration completed CD vialnternet Credentials | TISuser01 Please Create User Credentials
YAR 05.04.0916:35 | User ew CDi User configuration completed CD vialnternet Credentials | TISuser01 Please Create User Credentials

This message informs the OU Administrator that the user’s Xact File Transfer via Internet credentials can
now be created. To create user credentials:

e Select Users in the CreationOnline navigation panel, under CreationDirect Management.
¢ Select Refresh from the Action menu to show a list of the created users in the Users list view.

e Highlight the newly created user in the Users list view. The user will have a status of Pending
Credential Creation.

e Select Create Credentials.

Clearstream Banking Luxembourg
Xact File Transfer via Internet
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List Help b

Query stgo 8| UserFirstnarne Status Last Update | Expiry Date|Serial Number| Address \
Refresh S 0 Pend!ng M ey 05.04.0516:22 WEBX 236001
= 1 Pending Mew 04.04.0514:00 WEBX 236001
Create Strg-N 1 Pending Credentials Creation  |05.04.05 15:450 WEBX 236001
View Strg- 0 435ret Pending Mew 05.04.0516:24 WEBX 236001
Eelete 3 Pend@ng M ey 05.04.0516:28 WEBX 236001
= 324 Fending Mew 05.04.0516:22 WEBX 236001
Release 324324 Pending Mew 05.04.0516:22 WEBK236001
Revoke 43543 Pending Mew 05.04.0516:25 WEBK236001
Modify 2 Pending Deleted 04.040514:29 WEBK236001
- aRT Pending Mew 05.04.05 16:24 WEBK 236001
Confirm 43545t Configuration in Progress 05.04.05 16:31 WEBXZ 36001
Reject 34543 Configuration in Progress 05.04.0516:31 WEBNZ3IE001
Create Credentials ] Cunﬂgurat!on !n Prograss 05.04.05 16:31 WEBX23IE001

) 456456 Configuration in Progress 05.04.05 16:31 WEBX23IE001
Confirm deletion 9809805646 Configuration in Progress 05.04.05 1631 WEBX236001

ceherry Cherny Clive Pending Credentials Creation  |05.04.05 16:49 WEBTestCDIN

* Select Yes to the prompt “Are you sure you want to create credentials for selected user(s)?".

e On the Users tab, sweep your mouse pointer in any/all directions at random across the open
entropy area until the associated progress bar reaches 100%.

e Enter your own OU Administrator password and then the new password for the user whose
credentials you are creating and confirm this by entering the same password in the next field.

e Select Submit to establish the user’s credentials and password.

e Specify a unique file name and location for the credentials that you have created.

e Click OK to confirm creation of the Credential file.

e Select Refresh from the Action menu.

Action List Help ﬂ 1-50 of 160 10:51 CET
Usger D Uzer Surname UserFirstname| Status Last Update | Expiry Date SeriaINumber| Addrass | |

coherry Cherry Clive Activated 06.04.0509:11 |06.04.07 |425380e3  |WEBTestCDID1 ||*

[ Xavier Charles Panding Mew 05.04.06 16:21 WEBK236001

d Douglas Fernand Pending New 06.04.05 10:36 WEBX236001

is Dougal Stephanie Pending Credential Creation  |05.04.05 16:35 WEBK236001

¢ Highlight the created user. The user will have a status of Activated.

The user credentials can now be used with Xact File Transfer via Internet.

e Make the newly created user credentials file and password available to the user concerned.

This can be via e-mail or by saving the credential file to a file location on a local network that is
accessible to the user. The method chosen should be secure.

Clearstream Banking Luxembourg
Xact File Transfer via Internet
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Setting up CreationOnline via Internet - end user tasks

Installing user credentials

Each user of Xact File Transfer via Internet must install his (or her) user credentials in his (or her)
browser in order to be able to use Xact File Transfer via Internet.

Each user’s authentication certificate will have been generated by one of the CreationOnline OU
administrators.

To install your certificate, you must have access to your Xact File Transfer via Internet credentials file.
The following steps guide you in installing your certificate in your browser.

¢ Open the file browser and locate the credential file or open your e-mail with the attached
credentials.

& CDInternet_Certificates _ (O]

Ele Edit Wiew Favortes Tools  Help |

A Back ~ = - @| @Search @Fnlders @ | % @ ?( kg | '
Address [ CDlnternet_Certificates j o

Size | Tvpe | Maodified
SKE Personal Informatio.,,  30/04/04 10:16

CDInl:ernel:_Cerl:ifit:i _
a | L|J { | ¥

|1 ohjeck(s) 4,02 KB (3 Local intranet 4

e Select and double click on the credentials file. This opens the relevant Windows folder either
from the Windows file directory in which the OU Administrator has saved the certificate or from
where you have access to the credentials file. (e.g. in an e-mail attachment).

The Welcome to the Certificate Import Wizard window is displayed:

February 2017 Clearstream Banking Luxembourg
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ate Import Wizard E

Welcome to the Certificate Import

' Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lists from your disk ko a
certificate store,

& cettificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext,

Cancel

e Click on Next.
The File to Import window is displayed.

Select the name and path of the certificate file you wish to import. By default, this window shows
the path of the certificate you selected in the previous step.

Certificate Import Wizard E3

File to Import
Specify the file vou want ko impart.

File mane:

VWCOINTE~14CDUSER~1.P12 Browse. .. |

Mote: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PECS #12 (.PFx, . P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates [ P7E)

Micrasoft Serialized Certificate Store (55T

< Back Mext =

e Select file name and click on Next.

The Password window is displayed. Enter the password for your credentials (issued by your OU
administrator).

Clearstream Banking Luxembourg February 2017
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Certificate Import Wizard

Password
To maintain security, the private key was protected with a passwaord,

Type the password For the private key.

Passward:

[ Enable strong private key protection, You will be
prompted every time the private key is used by an
application if vou enable this opkion,

[ Mark the private key as exportable

< Back I Mext = I Cancel

e Click on Next.

Note: If you check Enable strong private key protection, you will be prompted to select a certificate
each time you attempt to access Xact File Transfer via Internet, even if you have only one
certificate. The option Mark the private key as exportable should only be selected if this
certificate will be exported from the browser. Both options can be left blank.

The Certificate Store window is displayed:

Certificate Import Wizard E3

Certificate Store
Certificate stores are swstem areas where certificates are kept.,

Windows can automatically select a certificate store, of you can specify a location For

& auromatically seleck the certificate store based on the bype of certificate:

" Place all certificates in the Following store

Certificate stare;

EBrowse, .. |

< Back I Mext = I Cancel

e Select where you wish to save the certificate.

Automatically select the certificate store based on the type of certificate: this option will
store your certificate with the browser’s default file system. This is the usual option selected
for Xact File Transfer via Internet Certificates.

February 2017 Clearstream Banking Luxembourg
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Place all certificates in the following store: this option allows you to choose where your
certificate will be stored within the Windows file structure or Local Area network.

e Select desired location, and click on Next.

The Completing the Import Certificate Wizard window now appears.

This indicates that the import has been successful and shows the certificate settings you

selected.

Certificate Import Wizard

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificabe Impaork
wizard,

ou have specified the Following settings:

Certificate Store Selected  Automatically determined by b

Content PFX

File Mame WCDIMTE~1YCDUSER~1. P12 |

4| | 2l
= Back

e Select Finish to complete the certificate import process.

Certificate Import Wizard

@ The import was successFul,

e Click on OK on the “Import was successful” window, when it appears.

You have installed the Xact File Transfer via Internet certificate successfully and you can now access and

use Xact File Transfer via Internet.

Clearstream Banking Luxembourg
Xact File Transfer via Internet
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Accessing Xact File Transfer via Internet

To access the Xact File Transfer via Internet web site, enter:
https://www.cdinternet.com
in the web browser address field.

You are authenticated automatically for using the Xact File Transfer via Internet certificate within your
browser; no user-id or password is required.

If only one certificate is present in your browser, or if you selected during the import process to be
prompted every time a key is used for an application, the browser will automatically use this certificate
to authenticate your access to the Xact File Transfer via Internet service. Upon successful authentication,
the Xact File Transfer via Internet main window is displayed.

If more than one certificate is stored in your browser, the following window requiring you to select a Xact
File Transfer via Internet certificate is displayed:

Client Authentication 2 | x|

— ldentification

The Wweb site pou want to view reguests identification,
Select the certificate to use when connecting.

:_Dlser 0001

cdbatla

More Info... | Eiewl:ertificate...l

ak. I Cahicel |

e Select the appropriate authentication certificate. The name of the certificate is the user ID set by
the CreationOnline Organisational Unit (OU) Administrator when submitting the request for the
Xact File Transfer via Internet certificate.

e C(Click on OK

The browser will use the selected certificate to authenticate your access to the Xact File Transfer via
Internet service. Upon successful authentication, the Xact File Transfer via Internet main window is
displayed.

February 2017 Clearstream Banking Luxembourg
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Xact File Transfer via Internet main window

/3 Directory of / - Microsoft Internet Explorer provided by Gruppe Deutsche Birse

File Edit Wew Favorites Tools Help
R Back + mp - @ ﬁ | @Search @Favorites @ | %v a

Address I https: ffcdinternet, com

EFilestore
Name Size [B] Date
Cinstructions sent Jun 16 16:13
Blinstruction_inbox Jun 16 16:13
Jun 17 12:02

thegor‘ts

The Xact File Transfer via Internet main window shows the filestore that is available to you. The folder

Filestore indicates the root level of the filestore.

The filestore contains three sub-folders:
e Instruction_inbox; instruction files to be sent to Clearstream Banking;
[ ]

Instructions_sent; instruction files sent to Clearstream Banking for processing;

¢ Reports - reports that have been received from Clearstream Banking.

Sending instruction files
To send an instruction file or NGN document set (See “Sending NGN documentation set -
Documentation”] to Clearstream Banking for processing:
e Click on the Instruction_inbox folder.

The Instruction_inbox window is displayed.

Clearstream Banking Luxembourg February 2017
15

Xact File Transfer via Internet



File Edit Yiew Favorites Tools Help

P Back = =p - @ @ | @Search @Fa\furites @ | %v E

Agdressl https:{jcdinternst, comyITnstruction_inbosx]

[E=Filestore
Instruction inbox

I Browse... | Send File

Files
Name Size [B] Date

4]

¢ Click on the Browse button.

The Windows file panel appears:

B E3

Choose file

Laok i Ia InputFiles LI = 5 ER-

Filz name: ICDIntemetlm-c.iso :I Open I
Files of type: I,-’.\II Files [#.%] ;I Cancel I
2

e Select the instruction file to be sent to Clearstream Banking for processing.

(Only files with .iso, .gz and .csk (for NGN document set] file extensions will be accepted by
Clearstream Banking for processing.)

e Click on Open
The Instruction_inbox folder appears with the instruction file name and path in the browser window.

Clearstream Banking Luxembourg
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3 Directory of /Instruction_inbox - Microsoft Internet Explorer provided by Gruppe Deutsche Birse
File Edit Wiew Favorites Tools Help
ook - > - D [ 4] Qrewen Grovonss (3| Y- S

Address I https:,l’,l’cdinternet,l’InstructiUn_inmb,l’|

[E=Filestors
Instruction inbox

I\CDImemetInx.iSU Browse. .. | Send File |

Name Size [B] Date

4|

e Click on Send File.

This will initiate the file transfer process and immediately send the instruction file to Clearstream
Banking for processing. The internet explorer task bar will display the progress of the file transfer.

File size
Instruction file sizes of up to one megabyte (approximately 1000 instructions) will be processed almost
immediately.
¢ Files in excess of one megabyte may experience short delays in being delivered to Clearstream
Banking.
¢ Files greater than 10 megabytes in size are not supported and may not be received correctly by
Clearstream Banking.

After the file transfer process, the Xact File Transfer via Internet main window is again displayed.

Verifying instruction files have been sent for processing

Instruction and NGN document set files (see “Sending NGN documentation set - Documentation”) sent
to Clearstream Banking from the Instruction_inbox for processing are copied in to the Instructions_sent

folder.

February 2017
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/3 Directory of /Instructions_sent - Microsoft Internet Explorer provided by Gruppe Deutsche Borse

File  Edit \Misw  Fawvorites | Tools  Help

@ Back + =mp - @ ﬁ | @Search @Favorites ®| %v E

Address I htkps: {cdinternet. comfnstruckions_sent/ j ﬁGC

[=Filestore
= Instructions sent

Name Size [B] Date

] T84008.20040616.161309.62 Le4 Jun 16 16:13

) T84006.20040616 161714 GF BG4 Jun 16 16:12

(] T84004.20040616.161043 150 2102 Jun 16 16:10

] TE4002.20040616.160927 150 2102 Jun 16 16:09
4 | af
& T B Eeawas

The instruction and NGN document set files are renamed to a Clearstream processing standard. You can

verify that your file has been sent by using the standard text viewing applications associated with the
internet browser.

e Double click on the relevant file.
The file will open and the contents will be displayed. After viewing them:

¢ Close the file. (This will close your browser and end your Xact File Transfer via Internet session];
or

e Click on Back on the browser to return to your Xact File Transfer via Internet session.

Instruction and NGN document set files remain in the Instructions_sent folder for five days after which
they are archived by Clearstream Banking.

Technical feedback file

Atechnical feedback file is created by the Creation platform for each instruction file sent for processing,
indicating whether the instructions are syntactically correct and acceptable for processing. This file is
available for retrieval in the Reports folder.

The format of the technical feedback file will be the same as the sent instruction file.

The structure of the technical feedback file is described in the publication “Xact File Transfer Data
Interchange Specifications: SWIFT ISO Formats - for CBL Release 1 (May 2005)". This publication is
available on the Clearstream Banking web site.

Reporting

Generated reports are placed in the Reports folder in date and time order and can be selected, viewed
and saved locally. Reports remain in the Reports folder for five business days after initial generation.
Such reports are then archived by Clearstream Banking and are available upon request.

February 2017 Clearstream Banking Luxembourg
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ternet Explorer provided by Gruppe Deutsche Birse

File Edit Yiew Favorites Tools Help
P Back + =p - @ ] ﬁ | @Search @Favorites @ | @v E
Address I https:ffcdinternat, com

B=rilestore

Clinstructions _sent
Clinstruction inbox

DRegor‘ts

ize [B] Date
Jun 16 16:13
Jun 16 16:13
Jun 17 12:02

e Click on the Reports folder to display the reports that have been created and are available for
viewing or down loading.
A Directory of /Reports - Microsoft Internet Explorer [_[2]x]
File Edit ‘View Favorites Tools Help | |
s ) o ‘ I ‘ B o =
Back Forard Stop Refresh  Home Search Favorites  History Mail Prink Edit: |
Address [&] https: o cdinternet. comfWESK401/7T =

-

DEUTSCHE BORSE |

clearstream | CROUP

E3Filestore
B2 peports |

Specify report YD & efault {pdf, .g7) |

0 special (.xml, Jso, .txt)

|

Name

70818.Corporate Actinn Motifications. CANOTIF ALWAYS.DELTA.0602, 20050825, 1923252 POF, 24206 Aug 25 06:03

OMULTLIncome Pre Advice Report all Accounts IPAR.INTRADAY.COMPLETE.1930.20050824.1029251.FOF 1531804ug 24 20:086 |
702818.Money Suspense 70818 MOMNEYSUSE, DAILY.COMPLETE.1930. 20050824, 1029255 PDF 22753 Aug 24 19:18 |
70218.5tatement of Holdings 70818 STMMTOFHOLD.DATLY.COMPLETE. 1930.20050824., 142 F7325.00DF 50692 Aug 24 19:17 |
0 70218.5tatement of Pending Transsctions 70818, STMMTOFPEND.DAILY . COMPLETE. 1930,20050824. 1929249, XML 763 Aug 24 19:17 |
)70218.5tatement of Transactions 70818 STMHTOFTXM.DAILY.COMPLETE.1930. 20050824, 1427326.PDF 22032 Aug 24 19:17 |
70818.Money Statement 70818 MOMEYSTMMT.DAILY.COMPLETE. 1930, 20050824, 1427328, PDF 23216 Aug 24 19:14

)70218.Cash Balance 70818 CASHBAL DAILY.COMPLETE.1930.20050824, 1427327.PDF 22849 Aug 24 19:13 |
0 70218.5tatement of allegements F0818 STMMTOFALLGMNT.DAILY. COMPLETE. 1930.20050824.1829254.PDF 22029 Aug 24 19:11 |
)702818.Corporate Actinn Motifications. CANOTIF ALWAYS.DELTA. 1148, 20050824, 1920252 PDF, 23801 Aug 24 11:49 |
O 71657.Corporate Actinn Motifications. CANOTIF ALWAYS.DELTA. 1116, 20050824, 1923252 POF, 23435 Aug 24 11:17

OMULTLIncome Pre Advice Report all Accounts IPAR.INTRADAY.COMPLETE.1930.20050823.1029251.FOF 15317aAug 23 20:51 |

i

[ |8 8 ocalintranet |

Before attempting to view or download a report, you must specify the correct transfer mode for the

specified report format by using Specify report type.

Clearstream Banking Luxembourg
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For viewing or downloading PDF reports or reporting files that have been compressed (.gz file extension),
¢ Select Default.

This sets the file transfer mode to Binary. PDF reports will not be able to be viewed or down
loaded if the default setting is not selected.

For viewing .xml, .txt, or .iso files,
e Select Special.

Although not critical for viewing only, for down loading .xml, .txt, and .iso reports, the
‘Special’ option should be selected, as it will preserve the file trailer information, essential for
some systems, if the file is to be downloaded and processed by customer reconciliation
systems.

Viewing a report on-screen
Select the report format for viewing or downloading.
e Click on the relevant file.

- PDF files; Adobe Acrobat reader should be initiated and the selected PDF report displayed.
PDF reports can then be saved directly to your Windows file directory by selecting save and
saving the report file in the normal way using the Windows file system.

- XML files will be displayed within the browser. XML files can also be saved directly to your
Windows file directory by selecting save and saving the report file in the normal way using the
Windows system process.

- 150 files will be displayed within the browser. ISO reports can also be saved directly to a
customer's Windows file directory by selecting save and saving the report file in the usual
Windows system process.

- TXT files will be displayed. TXT reports can also be saved directly to a customer’'s Windows
file directory by selecting save and saving the report file in the usual Windows system
process.

Note: If .pdf, .xml, .txt, or .iso report files are viewed, they are opened within the browser. Closing the
report will also close your Xact File Transfer via Internet session.

If you wish to view reports and keep your Xact File Transfer via Internet session open, two easy options
are available:

1. After viewing the report:
- Click on the Backwards icon on the browser; or
- Open the report from Xact File Transfer via Internet Reporting in a separate browser window:

2. Right click on the required report to be viewed on the Xact File Transfer via Internet Report folder

February 2017 Clearstream Banking Luxembourg
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Qpen

Cpen in Mew Window
Save Targek As...
Prink Target

1Zuk:

Copy

Copy Shortcuk
Paste

Add to Eavorites. ..

Propetties

e Click on Open in New Window

Your report is displayed in a new browser window. This allows you to close your report and keep
your Xact File Transfer via Internet session active in the initial browser window.

Note: GZ (compressed) files cannot be viewed on-screen. They must first be saved and then

decompressed using a decompression application. E.g. WinZip, GNUZIP.

Technical feedback files are displayed in the browser and are in the same format as the original
instruction file (either .iso, .gz. or .csk].

2 Directory of /Reports - Microsoft Internet Explorer

File  Edit VWiew Favorites Tools Help

o0 it Q@ @ @ | B 3 G
Back Forvatd Stap Refresh  Home Search  Favorites  History Mail Print Edit

Address I@ https: Jjenan. cdinternet.

COmWEBKKKEXD1(?T

B¥Filestare
B peports

Name

0col svR

DEUTSCHE BORSE

clearstream | CROUP

Specify report tYpe: & pefaul (pdf, .g2)

EM3.20050816.111034.697135,. TAO7135.20050818.111034. 150, TECHFDACK, IS0

0CDI S¥R

EM3.20050818 . 112647.697137,. TEO7137 20050818.112647 150, TECHFDBCK, ISO

acol svR

EM3.20050818 113721,697701, TE87701,20050818.113721 150 TECHFDBCK.ISO

bl svR

EM3.20050817.171239.697127, TAO7127 20050817.171333.150. TECHFDACK. IS0

acol svR

EM3.20050818 116645, 698069, TEOE069. 20050818.115845 S0 TECHFDBCK, IS0

0cpl svR

EM3.200508168.134658.698071. TAO8071. 20050818, 134658.150. TECHFDACK, IS0

0col svR

EM3.20050816.115845.698063. TARO8063. 20050618.115645. 150, TECHFDACK, IS0

0CDI S¥R

EM3.20050818 134658.698071,. TEO8071. 20050818, 134658, 150, TECHFDBCK, IS0

© Special {.xml, .iso, k)

Size [B] Date

26801 Aug 18 14:33
1070 Aug 18 14:32
28801 Aug 18 14:33
26801 Aug 18 14:32
26268 Aug 12 14:20
26801 Aug 18 14:30
26868 Aug 18 14:30
26801 Aug 12 14:20

The naming convention for technical feedback files has been designed to help you match each instruction
with its corresponding technical feedback file.

In the above example, the original instruction file is:

e INT SVR SAR - the name of the server at Clearstream Banking.

e 20040624 - the date when the instruction file was sent to Clearstream Banking.

Clearstream Banking Luxembourg
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e 112036 - the time when the instruction file was sent to Clearstream Banking.
The remaining entries in the above list show the following information:

e 99885 - the task number.

e T99885 - the task ID.

e 20040624 - the date when the instruction file was sent to Clearstream Banking.

e 112036 - the time it was sent to Clearstream Banking.

e IS0 - the format of the instruction file when sent to Clearstream.Banking.

e TECHFDBCK.ISO - the report type and file extension.

e 2316 - the size in bytes of the technical feedback file

e Jun 24 11:24 - the date and time when the technical feedback file was created.

Downloading reports or saving reports locally

In order to download reports and save reports locally to your local Windows file system or local area
network, a number of standard Windows desktop options are possible:

¢ Right click on the relevant file.

Open

Open in Mew Window
Save Targek As...
Print Target

L]

Copy.

Copy Shorbout
Paste

Add to Favorites...

Properties

e Select Save Target As...

The Windows standard file system should appear allowing you to save the report to a Windows
system file directory.

Save As HE
Save in: IalnputFiles j - & ED-

File nane: -'1"."'|"'.|::|:| MPLETE 1830 2004052011 23674 PDF| j Sawe I
Save a3 bype: I.-’-‘«dobe Acrobat Document j Cancel |

February 2017 Clearstream Banking Luxembourg
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e Click on Save to save the report in the displayed Windows folder.
- PDF files will be saved as Adobe Acrobat documents.
- XML files will be saved as an XML document.
- IS0 files will be saved as a text document.

Report files can also be saved to your local Windows file directory or your local area network folders,
directly after viewing them on-screen by selecting the save option as per a normal desktop application.

Clearstream Banking recommends that report files be made available locally to all users so that users
can view them if the internet is not available.

Clearstream Banking Luxembourg February 2017
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NGN Agents

Sending NGN documentation set

New Global Note or NGN is mandatory for newly issued international debt securities to be recognised
as potentially eligible collateral for Eurosystem monetary policy and intra-day credit operations. It co-
exists with the Classic Global Note (CGN) structure serviced by Common Depositories.

As part of the NGN structure the Common Safekeeper is required to receive the security and its
associated documentation for safekeeping. The Issuer or Issuer’s Agent is required to deliver the New
Global Notes and its documentation set via secured means, physical transport or secure electronic
means (Xact File Transfer via Internet).

Documentation
The documentation comprises of:
e Effectuation Authorisation and the Disposal Instruction
e Effectuation Instruction
e NGN's
¢ Terms and Conditions (this is for EMTNS only being the pricing supplement]

File Specification

File Types
Only PDF format documents are supported.

Delivery
It is important to note that the agent/lead manager is obligated to ensure that the documents are
delivered in a timely and correct manner, to avoid a potential delay on closing, so that the Common
Safekeeper may undertake its activities. Therefore, the agreed file naming convention requires the
Issuer or Issuer Agent to send each file separately.

File naming conventions

To ensure correct identification of the purpose of the files and correct routing to the vaults an additional
extension (".CSK “] has been appended to the Creation Direct via Internet file naming convention.

February 2017 Clearstream Banking Luxembourg
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Structured File Name
SENDERSBIC.SENDINGDATE.ISIN.SEQ.VERS.EXT.CSK

Where:

Field name Description Format
SENDERSBIC BIC of the sender’s DN 81x
SENDINGDATE date of sending YYMMDD
ISIN identification of the security 12lc
SEQ file sequence number and total number of files of a given transmission 2!In.2!n
VERS version of the transmission 1n1lc

e version number: incremented by 1 for a given ISIN at each
transmission
e version code: 'N' for new version,
e version code: ‘A’ for added file,
e version code: 'R’ for replacement
EXT file extension (PDF) 3c
CSK Used only for CBL alternate solution to identify purpose of received 3¢

document and routing to the CBL Vault.

Additional specifications for the version

The version number should be incremented by 1 for a given ISIN at each new complete transmission.
The version code should be 'N' for a new version [in this case the receiver must control that the total
number of files are well received), ‘A’ for a file to be added to a previously sent version [in this case the
receiver must control that the total number of files are well received), 'R’ for the replacement of a
previously sent version (in this case the receiver handles the file on its own, no dependency with other
files to be received). See examples below.

Structured file name examples
New sending:

BANKBEBE.060116.X51234567890.01.02.1N.PDF.CSK
BANKBEBE.060116.X51234567890.02.02.1N.PDF.CSK

For resending a new complete set of files:
BANKBEBE.060116.X51234567890.01.02.2N.PDF.CSK
BANKBEBE.060116.XS51234567890.02.02.2N.PDF.CSK

=—> version 2 must be used instead of version 1

For adding new files:
BANKBEBE.060116.X51234567890.03.05.1A.PDF.CSK

=—> a 3rd file is added to the two files received in version 1
BANKBEBE.060116.XS51234567890.04.05.1A.PDF.CSK

=—> a 4th file is added to the two files received in version 1
BANKBEBE.060116.X51234567890.05.05.1A.PDF.CSK

=— a 5th file is added to the two files received in version 1

For the replacement of previously sent file:

Clearstream Banking Luxembourg February 2017
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BANKBEBE.060116.X51234567890.02.02.1R.PDF.CSK

replaces the 2nd file received in version 1

Note: as in the above example there are now 5 files in version 1,
BANKBEBE.060116.XS1234567890.02.05.1R.PDF.CSK is also accepted.

How to send NGN documentation sets

Participant has CreationOnline and Xact File Transfer via Internet

1.

In this situation, the participant has an account with Clearstream and uses both Xact File
Transfer via Internet and CreationOnline.

If not already set up as a user, authentication certificates must be requested for each user of
Xact File Transfer via Internet by the participant’s CreationOnline OU Administrator. See _
Creating Xact File Transfer via Internet user credentials

To send the mandatory documentation, the sender is required to send each file, adhering to the
filenaming convention specified, see File naming conventions.

To access the Xact File Transfer via Internet website to send NGN documentation sets, see
Accessing Xact File Transfer via Internet

To transfer the NGN document set to the Common Safekeeper see Sending instruction files

Participant has CreationOnline and no Xact File Transfer via Internet

1.

The participant’s CreationOnline OU Administrator must request a Xact File Transfer Internet
(CDI) delivery address and filestore, see Setting up Xact File Transfer via Internet - QU
administrator tasks.

Authentication certificates must be requested for each user of Xact File Transfer via Internet by
the participants’'s CreationOnline OU Administrator, see Creating Xact File Transfer via Internet
user credentials.

To send the mandatory documentation, the sender is required to send each file, adhering to the
file naming convention specified, see File naming conventions.

To access the Xact File Transfer via Internet website to send NGN documentation set, see
Accessing Xact File Transfer via Internet.

. To transfer the NGN document set to the Common Safekeeper see Sending instruction files

Participant has neither CreationOnline nor Xact File Transfer via Internet

1.
2.

February 2017
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Participant must subscribe to Xact File Transfer via Internet.

To become a user of CDI the participant must contact the Network Management department
within Clearstream Banking to obtain the contract documentation to use Xact File Transfer via
Internet.

E-mail: primarymarket_relations@clearstream.com
Telephone: +352-243-32007 or +352-243-32119

. The participant must send the contract completed and signed by email and the original must

follow by registered post or express mail. Once the contract is approved Clearstream Banking
will then authorise the security administration for Xact File Transfer via Internet.

Clearstream Banking will send the participant a Company Identifier and an Authentication Code
explaining how to request Xact File Transfer via Internet access. The identifier and code will be
sent to the participant in a letter signed by the Clearstream Banking Security Manager.

The participant will connect and authenticate with the code on the gateway with IP address:
https://194.36.239.107/

Clearstream Banking Luxembourg
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Authentication certificates must be requested for each user of Xact File Transfer via Internet

. e :
Clearstream Certificate Web Gateway

Wwalcome to the Clearstream Certificate Wab Gateway. vTou can make a regquaest for the
cartificate type that you raquire by clicking on one of the buttons balow,

This option is available ko non-customer agents only, In order
for your request to be processed, you must be a registered
. CreationDirect via Internet participant and be in possession of
CreationDiract an authentication code and cormpany identifier. These should
have been sent to you by Clearstream Banking Security

Administration. Please email connect@clearstream.com in case
of any problem,

In order to creste Vestima+® users, you must be & registered
vestima+ participant and have the required Authentication code
Westima+ | to make a request. This should have been given to you by your
Local Systern Administrator. Please email
connect@clearstream.com in caze of any problams,

In arder for your request to be processed, you must print and
- reburn the secure email custormer agreement decument. The
Secure e-Mail I raquest page includes a link to download the document in pdf

format, This document requires the signature of two authorised
signatores.

Flegse note that the cortificate will not be issued until the necessary checks on the

information provided have been carried oul successfully at Clearstream, This process
map take 3 number of working days.

The participant will select the 'CreationDirect’ button to access the Xact File Transfer via Internet
Certificate Request.

Clearstream Banking Luxembourg
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3 Clearstream CreationDirect via Internet request - Microsoft Internet Explorer HIE E

Clearstream CreationDirect via Internet Certificate Request
Walcome to the Creationbirect wvia Internet Certificate Web Gateway.
Thiz aption iz available to non-cuskormer agentz only, In order ko request & cartificete for

your Sreatonlirect via Internet connection, you must be in possession of your
authentication Code and company or particpant I0.

Please e-mail connect®clearstream.com in case of any problems.

Institution name, location

Company / Parbcipant D

First name

|
|
Auth code | =
|
|

SUT arE

Haw filastora requastad MO "'I

E-rnail address

Confirm e-mail address

fax numbar &
ag. +352 4623T6T |FI|EI:I-$E mclude country code

[Evomt] Pove _Ganeel | ‘Heip]

Each Xact File Transfer via Internet participant requires at least one filestore. A filestore is a participant
folder on the Xact File Transfer via Internet system which is used to upload and send the NGN
document set files to Clearstream for processing.

Clearstream Banking will assign a filestore with a unique Xact File Transfer via Internet delivery
address.

Implied timing
The timing for this procedure will be up to 2 working days.

D: The participant must send a request on day D before 15:00 CET. If the participant sends the request
after 15:00 CET it will be treated as next day.

D+1: Clearstream Banking will centralise request, create filestores and requested Xact File
Transfer via Internet users.

D+2: Clearstream Banking will generate the credentials and send the certificate plus password to the
participants.
Reset process

If credentials are lost or have expired the participant must send an authenticated request for a reset.
The timing for this process is half a day.
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Request
The participant must request via the Clearstream Certificate Gateway when they need an existing user
to be reset. The request must be authenticated by the authentication code.
Authentication certificates must be requested for each user of Xact File Transfer via Internet. To send
the mandatory documentation, the sender is required to send each file, adhering to the file naming
convention specified, see File naming conventions.
To access the Xact File Transfer via Internet website to send NGN documentation set see Accessing
Xact File Transfer via Internet.
Reset
When CBL receives the authenticated message, a new certificate is generated for the user and sent to
the participant via a secure two stage process:
e Certificate by e-mail
e Password by Fax.
Clearstream Banking Luxembourg February 2017
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Miscellaneous information

Session time-out

If you leave your Xact File Transfer via Internet session idle or unattended for five minutes, the session
will time out. When you return to your last session, the window will change and the Xact File Transfer via
Internet time-out window will be displayed.

a CreationDirect via Internet - Timeout - Microsoft Internet Explorer provided by Gruppe Deutsche Borse
File Edit Yiew Favorites Tools Help |
G - > - D (D 2| Qsean Growns (B B 5
Address I hitkps: fedinkernet, comk j @GU
= clearstream
CreationDirect via Internet
Your CreationDirect via Internet session has timed out, click hers to re-connect
4« | i
|€| Done ’7 ’7 ﬁg (B Local intranet
¢ Click on here to re-connect

This will return you to your Xact File Transfer via Internet session.

Attempting to access Xact File Transfer via Internet with an invalid certificate

If you attempt to access the Xact File Transfer via Internet service with a certificate that was not

specifically generated for the Xact File Transfer via Internet service, the following window will appear
indicating you cannot access Xact File Transfer via Internet.

3§ 401 Astharizstisn Reguirsd - Hicrasalt Inbamet Explarme proy
I

dame - o - Q) [ 4| Do [irwetm (S| Y- S5 - )

sacbaun ] e b

Authorization Required

Thes server could not verfy that pou are asthorized 5o access the Socument requested. Eiher wou suppled the.
credertials raqered

£, bad passaoed), o your br oy the

1|2 oo
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Please check the Certificate you are using to access Xact File Transfer via Internet.
To view the details of your certificate please follow the proceeding steps.

e Start Internet Explorer and select Tools - Internet Options.

Internet Options il s

Generall Securityl Privacy Content I Connectionsl F'rogramsl Advancedl

— Content Advisor

Fiatings help pou contral the Internet content that can be
@f viewed on this computer.

Enatle... I Settings... I

r Certificates
% Usze certificates to positively identify yourzell, certification
@l authorities, and publishers.

Publishers. .. I

— Personal infarmation
I AutoComplete stores previous entries AutoComplete... |
and zuggests matches for you, =
Micrazoft Profile Azsistant stores your iy Profile... |
perzonal information. =

0K I Cancel | Appl |

e Click on Certificates in the Content tab.

The following window will appear showing you the certificates installed in your browser.

Intended purpose: |<AII> LI

Personal I Other People I Intermediate Certification Authorities I Trusted Rook Certiﬁcatiorll_’

Issued To | Issued B | Expiratio. .. | Friendly MName |
28/06/05 <None >
2a/06/05 <Mone>
Elcdbatza TAT SUE Cal 26,0506 <Mone=

Ecdbateh
rl

TAT SUE Cal

<Mone =
TAT SUB CAL :

Import... Export... Remowve Adwvanced. .. |

Certificate intended purposes

Client Authentication

iew |

e Select the relevant certificate and click on View.



ceruncare g |

General | Details | Certification Path |

T
Certificate Information

This certificate is intended to:
*Proves yvour identity to a remote computer

Issued bo:  CDUserl
Issued by: TAT SUB Cal

valid from 25/06/04 to 28/06/06

@ “ou have a private key that corresponds to this certificate.

Issuer Stakbement |

The Certificate Information window will be displayed.
For a Xact File Transfer via Internet certificate the details are the following:
¢ Issued to: the user ID.

¢ lIssued by: the issuing Certificate Authority. Xact File Transfer via Internet certificates are issued
by Clearstream Banking.

¢ Valid from: the validity dates of the certificate. Xact File Transfer via Internet certificates are
valid for two years from the issue date.
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Exporting a certificate for use by a Xact File Transfer via Internet user

The following steps explain how an OU Administrator who has imported a Xact File Transfer via Internet

user’s authentication certificate into his browser exports the certificate for use by a specific Xact File
Transfer via Internet user:

e Start Internet Explorer and select Tools > Internet Options.

Internet Options E E
Generall SEcurit_l..II Privacy Content I Ennnectinnsl F'r-:ugramsl .ﬁ.dvancedl

— Content Adwisor

R atings help you control the |ntermet content that can be
m viewed on thiz cormputer.

Enable... | Settings... |

— Certificates

% lze certificates to positively identify vourself, certification
@l authorties, and publizhers.

Publizhers. .. |
— Perzonal information
s AutoComplete storez previous entries AutoComplete. . |
and suggests matches for you. =
Microzoft Profile Azzistant stores pour by Profile... |
perzonal nfarmation. =
. Cancel I Apply |

e Click on the Content Tab.
e Click on the Certificates Button.

A screen is displayed showing all the certificates installed in your browser. Note that it may contain
more than one certificate. Other certificates shown may include those you have requested for other Xact
File Transfer via Internet users, and may be certificates for other applications.

Authentication certificates for Xact File Transfer via Internet users will have the user ID that was
entered in the initial request for the certificate under the heading Issued To.
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Intended purpose: |<:.ﬁ.ll> LI

Personal I Cther People I Intermediate Certification Authorities I Trusted Root CertiFicatiorLI_’I

Issued To | Issued B | Expirakio. .. | Friendly Mare |

TAT SLUE CAl = = =Mone =

Impork... Expart. .. Rerove Adwvanced. .. |

Certificate intended purposes

Client Authentication

Wiy |

e Select a certificate that relates to one of your Xact File Transfer via Internet users.
e Click on Export.

The following screen will appear.

Certificate Export Wizard

Welcome to the Certificate Export

Wizard

Thiz wizard helps wou copy certificates, certificate trusk
lists and certificate revocation lisks from a certificate
skore to your disk.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect daka or to establish secure network,
connections. & certificate store is the syskem area where
certificates are kept.,

To continue, click Mext,

< Back

Cancel |

e Click on Next.

You will now be requested to export the private key and certificate.
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Certificate Export Wizard X|

Export Private Key
Y¥ou can choose to export the private key with the certificate,

Private kevs are password protected. IF vou want to export the private key with the
certificate, vou must tBvpe a password on a later page.

Do wou wank ko export the private kew with the certificate?

% %es, export the private key

" Mo, do not export the private key

< Back I Mk = I Cancel

e Select the option Yes, export the private key
e Click on Next.

You are now requested to specify the format of the exported certificate:

Certificate Export Wizard |

Export File Format
Certificates can be exported in a variety of file Formats.,

Select the Format vou wank to use:
) DER encoded binary . 50200, CERY
" Base-64 encoded ¥, 5090, CER)

" Cryptographic Message Syntax Standard - PRES #7 Certificates (,P7E)

™ Include allicertificates in the cerbification path if possible

' personal Information Exchange - PKCS #12 {.PFX)

W Include all certificates in the certification path iF possible:

[ Enable strong protection {requires IE 5.0, MT 4.0 SP4 or above)

[ Delete the private key if the export is successful

< Back I Mext = I Cancel

¢ Select Include all certificates in the certification path if possible, and Enable strong protection.

e Click on Next.
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A window will now appear that allows you to set the password for the certificate being exported. This
password will be required when the Xact File Transfer via Internet user imports this certificate into his
Internet browser.

Certificate Export Wizard |

Password
To mainkain security, wou musk prokect the private key by using a password.

Twpe and confirm a passwaord,

Password:
I***********

Confirm password:
I***********l

= Back I Mexk = I Cancel

e Enter the password twice. This password can be any that you choose.
¢ Click on Next.

In the next window to be displayed, use the Browse button to select the folder for the certificate. It can
be stored either locally or in a local area network. Ideally, the path selected should be accessible by the
user who can now import the certificate into his browser.

Certificate Export Wizard =|

File to Export
Specify the name of the File wou want to export

Eile name:
CHholdljdoe enc O1.pFx

< Back I Mext = I Cancel I

e Click on Browse to select the location where you want to save the certificate. The file type should
be “.pfx”".

e Click on Next.
¢ Click on Finish.
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The following window should appear.

Certificate Export =]

The export was successFul,

This window is displayed if the export is successful.
e Click on OK.
The process of exporting the authentication certificate is now completed.

The steps described above must be repeated for each additional Xact File Transfer via Internet user.
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